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1 Scheme Manager 
This chapter contains all components and interfaces concerning the Scheme Manager. 

 
 

 
Figure 1: Overview Scheme Manager System 

Shows the composition of a Scheme Manager System.  

For ION messaging components, see System Components and Interfaces : Overview of ION 

components and interfaces.  
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Figure 2: Overview (((eTicket Security Hub 

Shows the interaction of the (((eTicket Security Hub via interfaces with other components.  
 

1.1 Hotlist Service 
This chapter contains all components and interfaces concerning the Hotlist Service as part of 

the Scheme Manager. 
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Figure 3: Overview hotlist service system 

This diagram shows the interfaces which are implemented and used by the hotlist service 

system.  
 
 

1.1.1 Hotlist Service System 
System (component) which implements the necessary functionality for the Hotlist Service and 

implements interfaces for  

• the Application Owner Module, 

• Security Manager Module, 

• Customer Contract Partner System, 

• Service Operator System and 

• Product Owner System.    
 
 

1.2 Media Public Key Infrastructure 
Component for the PKI of the media. The certificates of the user media and SAMs are stored in 

this PKI. 
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1.2.1 Certificate retrieval service 
Interface that provides the possibility to get a certain certificate of a user medium.   
 
 

1.3 Scheme Manager System 
Component for the Scheme Manager which implements the related system. 

The scheme manager system consists of separate subsystems 

• Hotlist Service System 

• Media Management System 

• (((eTicket Security Hub 

• Media Public Key Infrastructure 

• The ION messaging components such as the Central routing engine and ION Public Key 

Infrastructure (not shown in the overview diagram)  
 
 

1.4 (((eTicket Security Hub 
System (component) which implements the necessary functionality for the Scheme Manager 

and consists of 

• the Application Owner Module, 

• Registrar Module and 

• Security Manager Module 
 
 

1.4.1 Certificate Interface 
Interface to obtain the CA certificates and the revocation list for CV certificates.  
 
 

1.4.2 Media Configuration Interface 
Interface for card manufacturers and mass personalisers to configure a set of user media or a 

single user medium. The response contains 1..* configuration scripts which have to be applied 

to the user media.  
 
 

1.4.3 Application Owner Module 
Component which implements the necessary functionality for the Application Owner.  
 
 

1.4.4 Registrar Module 
Component which implements the necessary functionality for the Registrar.  
 
 

1.4.5 Security Manager Module 
Component which implements the necessary functionality for the Security Manager.   
 
 

1.5 Media Management System 
Component for the media management for user media and SAMs. 

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=BCABB424-55AD-4E01-9765-63F4E9B1B248
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=D79E680D-5662-485E-BF66-A9E34F399387
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=651DF278-4398-4158-B7CB-18118118B4AE
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=651DF278-4398-4158-B7CB-18118118B4AE
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=651DF278-4398-4158-B7CB-18118118B4AE
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=BCABB424-55AD-4E01-9765-63F4E9B1B248
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=BC4D8D78-DD45-40A3-A9D8-EE1A10F9C41E
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=517B4443-C661-447D-AD6A-967D74AF78FD
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=C5BCF67C-E2F9-4626-8C47-09D668B6B86C
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1.5.1 MediaManagementSystemPort 
Interface that provides operations for the Media Management System.     
 
 

2 ESH Security Management 
Functionality bundle that covers the use cases of the scheme manager's security management. 
 

2.1 Overview 
 

Handle authentication key hotlisting demand 

Handle revocation for authentication key hotlisting demand 

Check and add SAM to hotlist 

Handle revocation for SAM hotlisting demand 

Handle request to determine SAM owner 

Get unclaimed list information 

Update authentication key hotlist inventory 

Update SAM hotlist inventory 
 

2.2 Use Cases 
 

2.2.1  Handle authentication key hotlisting demand 
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Use Case Handle authentication key hotlisting demand 

Description Use case to add the current symmetric authentication key (for 

masterkey-based sessions between SAM and user medium). 

Either the demand for hotlisting authentication key has been 

received via the service management or the key usage period has 

expired. If the authentication key must be hotlisted, then the use 

case can be started.  

The scheme manager's ESH creates the request for adding the 

authentication key to the hotlist and sends it to the hotlist service 

system. The result will be updated in the ESH. 

Please note that authentication key hotlisting may have a huge 

impact on the (((etiCORE environment. Each terminal has to 

consider the entry in the hotlist and must get the SAM and user 

medium to use the next generation of the authentication key to 

establish the session. 

Initiating Actor  

Reacting Actor (((eTicket Security Hub 

Preconditions  

Postconditions  

Linked Use Cases  

uc Handle authentication key hotlisting demand

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Handle authentication key hotlisting demand

Handle authentication key hotlisting demand

«primary»

Synchronous ION use
case initiator side

(((eTicket Security Hub

«primary»

Add authentication key to
hotlist

ESH::Handle authentication key hotlisting demand

«include»

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=FA2C0A9B-5502-4e6c-AB96-28F92B2E05B0
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=9A0AA796-FE10-4319-8DAA-F89A1E070B37
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(Extended By) 

Linked Use Cases 

(Includes) 

Add authentication key to hotlist 

Linked Use Cases 

(Realises) 

Synchronous ION use case initiator side 

Base Activity 

Inputs  

Outputs  

Error Cases  

Activity Diagram ESH::Handle authentication key hotlisting demand 

 

  

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=FA31301C-CB67-4478-AF36-F104B95702DF
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=22AF204B-1B0E-4233-9C99-B71022510545
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=F0E2AA92-ED23-4551-96D2-2BDDF84B9436
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2.2.2  Handle revocation for authentication key 

hotlisting demand 
  

 
 
 

Use Case Handle revocation for authentication key hotlisting demand 

Description Rare use case only for the scheme manager's ESH. 

Authorised staff can remove an authentication key from the hotlist. 

This is only needed, if a new generation of user media or SAMs 

comes into play so that old authentication keys which are no 

longer placed on any UM or SAM can be removed. 

For this target, a request is  sent to the hotlist service system to 

remove a certain authentication key from the hotlist. 

Initiating Actor  

Reacting Actor (((eTicket Security Hub 

Preconditions  

Postconditions  

uc Handle revocation for authentication key hotlisting demand

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Handle revocation for authentication key

hotlisting demand

ESH::Handle revocation for authentication key
hotlisting demand

Handle revocation for authentication key
hotlisting demand

«primary»

Synchronous ION use
case initiator side

(((eTicket Security Hub

«primary»

Remove authentication
key from hotlist

«include»

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=21FF3F07-2242-42c4-A046-480D07076711
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=9A0AA796-FE10-4319-8DAA-F89A1E070B37
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Linked Use Cases 

(Extended By) 

 

Linked Use Cases 

(Includes) 

Remove authentication key from hotlist 

Linked Use Cases 

(Realises) 

Synchronous ION use case initiator side 

Base Activity 

Inputs Authentication key to be removed from hotlist : SymmetricKeyId 

Outputs  

Error Cases  

Activity Diagram ESH::Handle revocation for authentication key hotlisting demand 

 

  

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=B58E6AA7-0E36-46e9-8117-1E1687CB4BE9
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=22AF204B-1B0E-4233-9C99-B71022510545
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=D52D666C-55F4-47ff-B2E8-89256BFCAC0B
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=B09E59E1-E667-47b1-8829-A6D7AC91E962
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2.2.3  Check and add SAM to hotlist 
  

 
 
 

Use Case Check and add SAM to hotlist 

Description Supporting use case for the Scheme Manager, SO or CCP. 
 

The parameters required to add a SAM to the hotlist are checked, 

especially if another system has already requested the SAM to be 

added to the hotlist. 

In addition, the SAM owner may add specific counter information 

that is not available to a third party system. 
 

The hotlist service system is requested to add the SAM to the SAM 

uc Check and add SAM to hotlist

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«support»
Check and add SAM to hotlist

SO-BO-Main, CCP-BO-Main, ESH::Check and add
SAM to hotlist

(((eTicket Security Hub

Service Operator
Back-Office Main

Module

Customer Contract
Partner Back-Office

Main Module

Check and add SAM to hotlist

«primary»

Add SAM to hotlist

«primary»

Synchronous ION use
case initiator side

«extend»

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=7576CE23-0670-459e-8F38-BA86C50C337B
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hotlist. 

Initiating Actor (((eTicket Security Hub 

Service Operator Back-Office Main Module 

Customer Contract Partner Back-Office Main Module 

Reacting Actor (((eTicket Security Hub 

Service Operator Back-Office Main Module 

Customer Contract Partner Back-Office Main Module 

Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

Add SAM to hotlist 

Linked Use Cases 

(Includes) 

 

Linked Use Cases 

(Realises) 

Synchronous ION use case initiator side 

Base Activity 

Inputs Blocking Reason : BlockingReason 

SAM action counter : ActionCounter 

SAM ID : AppInstanceId 

SAM entitlement issuance counter : EntitlementIssuanceCounter 

Outputs  

Error Cases  

Activity Diagram SO-BO-Main, CCP-BO-Main, ESH::Check and add SAM to hotlist 

 

  

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=9A0AA796-FE10-4319-8DAA-F89A1E070B37
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https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=0E1DFD77-51BE-4cee-B69D-4E526A8EDCD2
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=2E230B50-0426-41c2-B6C2-36E37F2EAC6D
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=EAA53C7F-7215-43cf-ADDC-1A869262D28A
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=22AF204B-1B0E-4233-9C99-B71022510545
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=AE8E6AC1-F782-4ba4-89C9-D46A16DAFBB5
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=89A68473-33E4-4665-B109-15E510ECB63C
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=5E8713CD-FDB3-434b-B85C-25382CAC395F
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=2D85D663-39EE-4af2-8806-8D074B93265C
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2.2.4  Handle revocation for SAM hotlisting demand 
  

 
 
 

Use Case Handle revocation for SAM hotlisting demand 

Description In this rare use case, the scheme manager's ESH requests to 

remove the SAM from the hotlist, as a result of internal checks 

(e.g. SAM is more than 10 years on the hotlist or the SAM owner 

has provided proof of scrapping). 

Initiating Actor  

Reacting Actor (((eTicket Security Hub 

Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

Remove SAM from hotlist 

Linked Use Cases  

uc Handle revocation for SAM hotlisting demand

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Handle revocation for SAM hotlisting demand

ESH::Handle revocation for SAM hotlisting
demand

Handle revocation for SAM hotlisting demand

«primary»

Remove SAM from
hotlist

«primary»

Synchronous ION use
case initiator side

(((eTicket Security Hub

«extend»

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=1402DC3B-3E26-4dce-81D3-8298449AF638
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=9A0AA796-FE10-4319-8DAA-F89A1E070B37
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=0DF9C9B6-A430-46d1-8243-B70A0C67A6D0
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(Includes) 

Linked Use Cases 

(Realises) 

Synchronous ION use case initiator side 

Base Activity 

Inputs SAM ID : AppInstanceId 

Outputs  

Error Cases  

Activity Diagram ESH::Handle revocation for SAM hotlisting demand 

 

  

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=22AF204B-1B0E-4233-9C99-B71022510545
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=5E8713CD-FDB3-434b-B85C-25382CAC395F
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2.2.5  Handle request to determine SAM owner 
  

 
 
 

Use Case Handle request to determine SAM owner 

Description Provide the organisation ID and role of the SAM owner for a given 

SAM ID. 

Initiating Actor Product Owner Back-Office Main Module 

Service Operator Back-Office Main Module 

Customer Contract Partner Back-Office Main Module 

Hotlist Service System 

Reacting Actor (((eTicket Security Hub 

uc Handle request to determine SAM owner

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Handle request to determine SAM

owner

«primary»

Synchronous ION use
case processor side

Handle request to determine SAM
owner

ESH::Handle request to determine
SAM owner

Customer Contract
Partner Back-Office

Main Module

Service Operator
Back-Office Main

Module

(((eTicket Security
Hub

Hotlist Service System

Product Owner
Back-Office Main

Module
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https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=0E1DFD77-51BE-4cee-B69D-4E526A8EDCD2
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Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

 

Linked Use Cases 

(Includes) 

 

Linked Use Cases 

(Realises) 

Synchronous ION use case processor side 

Base Activity 

Inputs Determine SAM owner : determineSAMOwner 

Outputs Determine SAM owner response : determineSAMOwnerResponse 

Error Cases E_CO_APP_INSTANCE_ID_UNKNOWN 

E_CO_WRONG_SECURITY_LEVEL 

Determine SAM owner execption : determineSAMOwnerException 

Activity Diagram ESH::Handle request to determine SAM owner 

 

  

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=35196DC7-9A3C-4031-A0DB-084A92F20761
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https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=0C5A8A85-711C-41b0-A8FC-4D97AEEFA0AC
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=6B7A6FEB-CA5A-48b2-A391-45985B85AB8B
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2.2.6  Get unclaimed list information 
  

 
 
 

Use Case Get unclaimed list information 

Description Use case that allows the PO to monitor the collection behaviour of 

its partner companies with the role SO and CCP.  

The scheme manager monitors all SO, CCP and PO organisations. 

The requestor gets the unclaimed list information from the hotlist 

service system for a period between the passed list cycle and the 

current list cycle. This information is registered and can be 

gathered for a regular report. 

The following list types are expected for the organisation's roles: 

• CCP and SO: application-, entitlement-, SAM-, organisation- 

and authentication-key-hotlist 
 

• PO (included if the actor is the scheme manager): entitlement-, 

SAM- and organisation-hotlist 

Initiating Actor  

Reacting Actor Product Owner Back-Office Main Module 

(((eTicket Security Hub 

uc Get unclaimed list information

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Get unclaimed list information

PO-BO-Main::Get unclaimed list
information

Get unclaimed list information

Product Owner
Back-Office Main

Module

«primary»

Synchronous ION use
case initiator side

«primary»

Handle retrieval request
for unclaimed list

information

(((eTicket Security
Hub

«include»

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=C285E6FC-20FB-4a26-BB71-F37A9EC29B87
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=1BEECEB6-C0B6-450d-ADD4-E1183C859B95
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=9A0AA796-FE10-4319-8DAA-F89A1E070B37
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Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

 

Linked Use Cases 

(Includes) 

Handle retrieval request for unclaimed list information 

Linked Use Cases 

(Realises) 

Synchronous ION use case initiator side 

Base Activity 

Inputs List cycle number : ListCycleNumber 

Outputs  

Error Cases  

Activity Diagram PO-BO-Main::Get unclaimed list information 

 

  

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=39AA46AF-731B-417a-9622-A61061491319
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=22AF204B-1B0E-4233-9C99-B71022510545
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=F582A103-66E5-4f96-B83D-CA4BFFC738C4
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=0DB097ED-CE9C-4db5-9045-31FDDE93233F
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2.2.7  Update authentication key hotlist inventory 
  

 
 
 

Use Case Update authentication key hotlist inventory 

Description The SO, CCP and the scheme manager's ESH want to update the 

authentication key hotlist inventory by retrieving the current 

authentication key hotlist from the hotlist service system and 

processing it into their authentication key hotlist inventory. 

Initiating Actor  

Reacting Actor Customer Contract Partner Back-Office Main Module 

Service Operator Back-Office Main Module 

(((eTicket Security Hub 

Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

 

Linked Use Cases 

(Includes) 

Handle retrieval request for authentication key hotlist 

Linked Use Cases 

(Realises) 

Synchronous ION use case initiator side 

Base Activity 

uc Update authentication key hotlist inventory

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Update authentication key hotlist inventory

Update authentication key hotlist inventory

Service Operator
Back-Office Main

Module

Customer Contract
Partner Back-Office

Main Module

Update authentication key hotlist inventory

«primary»

Handle retrieval request for
authentication key hotlist

«primary»

Synchronous ION use case
initiator side

(((eTicket Security Hub

«include»

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=90DEE5A8-6CBB-4d9c-BD1E-527188D0AE37
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=2E230B50-0426-41c2-B6C2-36E37F2EAC6D
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=0E1DFD77-51BE-4cee-B69D-4E526A8EDCD2
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=9A0AA796-FE10-4319-8DAA-F89A1E070B37
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=D520AD33-9D6A-44d4-B466-A33FB4698A14
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=22AF204B-1B0E-4233-9C99-B71022510545
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Inputs  

Outputs Updated authentication key hotlist inventory 

Error Cases  

Activity Diagram Update authentication key hotlist inventory 

 

  

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=08613FF6-B55F-42fd-A8D4-14960A12CA96
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=9AC4446A-7B51-47f0-8BE2-AEDE4AEE090A
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2.2.8  Update SAM hotlist inventory 
  

 
 
 

Use Case Update SAM hotlist inventory 

Description The SO, CCP, PO and the scheme manager's ESH and MMS want to 

update their SAM hotlist inventory by retrieving the current SAM 

hotlist from the hotlist service system and processing it into the 

SAM hotlist inventory. 

Initiating Actor  

Reacting Actor Customer Contract Partner Back-Office Main Module 

Service Operator Back-Office Main Module 

Product Owner Back-Office Main Module 

Media Management System 

(((eTicket Security Hub 

Preconditions  

Postconditions  

Linked Use Cases  

uc Update SAM hotlist inventory

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Update SAM hotlist inventory

Update SAM hotlist inventory

Customer Contract
Partner Back-Office

Main Module

Service Operator
Back-Office Main

Module

Update SAM hotlist inventory

«primary»

Handle retrieval request
for SAM hotlist

«primary»

Synchronous ION use
case initiator side

Product Owner
Back-Office Main

Module

Media Management
System

(((eTicket Security Hub

«include»

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=F4C40F9C-076D-452e-9C07-B0227186B622
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=2E230B50-0426-41c2-B6C2-36E37F2EAC6D
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=0E1DFD77-51BE-4cee-B69D-4E526A8EDCD2
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=1BEECEB6-C0B6-450d-ADD4-E1183C859B95
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=1E86BDD0-F55A-4846-A44E-C95261F4623B
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=9A0AA796-FE10-4319-8DAA-F89A1E070B37
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(Extended By) 

Linked Use Cases 

(Includes) 

Handle retrieval request for SAM hotlist 

Linked Use Cases 

(Realises) 

Synchronous ION use case initiator side 

Base Activity 

Inputs  

Outputs Updated SAM hotlist inventory 

Error Cases  

Activity Diagram Update SAM hotlist inventory 

 

  

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=5D3246A2-606A-4d6c-A27C-B32ACF649579
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=22AF204B-1B0E-4233-9C99-B71022510545
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=46922F0D-955B-4027-BFBA-BEDA81D7F51C
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=816F9A79-5278-4ecb-B80D-6E463AE131BC
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3 ESH Application Owner 
Functionality bundle that covers the use cases of the scheme manager as application owner. 
 

3.1 Overview 
 

Handle request to determine UM app instance ID for Medium ID 

Terminate UM application 
 

3.2 Use Cases 
 

3.2.1  Handle request to determine UM app 

instance ID for Medium ID 
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Use Case Handle request to determine UM app instance ID for Medium ID 

Description Provides the user medium application instance ID for a given 

medium ID. 

Initiating Actor Customer Contract Partner Back-Office Main Module 

Service Operator Back-Office Main Module 

Reacting Actor (((eTicket Security Hub 

Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

 

Linked Use Cases 

(Includes) 

 

Linked Use Cases 

(Realises) 

Synchronous ION use case processor side 

Base Activity 

uc Handle request to determine UM app instance ID for Medium ID

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Handle request to determine UM app

instance ID for Medium ID

«primary»

Synchronous ION use
case processor side

Handle request to determine UM
app instance ID for Medium ID

ESH::Handle request to determine UM
app instance ID for Medium ID

Customer Contract
Partner Back-Office

Main Module

Service Operator
Back-Office Main

Module

(((eTicket Security
Hub

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=9C5A1844-B289-4346-A4EF-54F020A4A94F
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=2E230B50-0426-41c2-B6C2-36E37F2EAC6D
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=0E1DFD77-51BE-4cee-B69D-4E526A8EDCD2
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=9A0AA796-FE10-4319-8DAA-F89A1E070B37
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=35196DC7-9A3C-4031-A0DB-084A92F20761
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Inputs Get app instance ID for Medium ID : 

getAppInstanceIdForMediumId 

Outputs Get app instance ID for Medium ID response : 

getAppInstanceIdForMediumIdResponse 

Error Cases E_ESH_UNKNOWN_MEDIUM_ID 

Get app instance ID for Medium ID execption : 

getAppInstanceIdForMediumIdException 

Activity Diagram ESH::Handle request to determine UM app instance ID for Medium 

ID 
 

  

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=317E335A-E230-4f36-ACA3-4812DC5CC2DE
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=317E335A-E230-4f36-ACA3-4812DC5CC2DE
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=B1B162E2-CE6D-438c-AF51-66CF26D96C52
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=B1B162E2-CE6D-438c-AF51-66CF26D96C52
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=C2054284-9468-445c-82AD-DC94AD55B52F
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=FEC78FDF-3503-45d0-B842-E650B8C826B4
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=FEC78FDF-3503-45d0-B842-E650B8C826B4
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=FB4395B9-D9EC-4ae9-B3E2-EA3F52089F04
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=FB4395B9-D9EC-4ae9-B3E2-EA3F52089F04
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3.2.2  Terminate UM application 
  

 
 
 

Use Case Terminate UM application 

Description This use case give participants the capability to inform the Scheme 

Manager about UM application terminations. Subsequently, the 

remaining certificate fees for the current application instance will 

be waived. 

Initiating Actor Customer Contract Partner Back-Office Main Module 

Reacting Actor (((eTicket Security Hub 

Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

 

Linked Use Cases 

(Includes) 

 

Linked Use Cases 

(Realises) 

 

Base Activity 

Inputs Terminate UM application : terminateUmApplication 

Outputs Terminate UM application response : 

terminateUmApplicationResponse 

Error Cases E_MMS_REQUEST_INVALID 

E_MMS_REQUEST_DATA_INVALID 

E_MMS_SIGNATURE_INCORRECT 

E_MMS_MEDIUM_UNKNOWN 

E_MMS_MEDIUM_TERMINATED 

E_MMS_CA_COMMUNICATION_ERROR 

E_MMS_TECHNICAL_ERROR 

uc Terminate UM application

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Terminate UM application

Terminate UM application

ESH::Terminate UM application

(((eTicket Security
Hub

Customer Contract
Partner Back-Office

Main Module

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=B56FD2E8-05F3-4ea4-A75F-C4CA1DC23FC8
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=2E230B50-0426-41c2-B6C2-36E37F2EAC6D
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=9A0AA796-FE10-4319-8DAA-F89A1E070B37
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=656E8067-BF19-482d-845D-DCDB554A1FC7
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=2FA25C6E-EFF2-40ae-9B83-B9CE90C992D4
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=2FA25C6E-EFF2-40ae-9B83-B9CE90C992D4
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=3A2A6CE8-5766-47ef-BC5E-B32D81CCDA41
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=F75CED98-3CA9-489b-A2F2-2A690389A655
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=563275CA-D67A-4299-BAAA-3E161D1844DE
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=403198C4-4F66-453a-9BFA-95EC672D2C63
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=8FD76ACA-43AB-4fdc-A8EA-5B37E3BD8860
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=AD3ECF2D-44B9-442d-A01D-6E2A83069B1B
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=23EB80BD-1565-4539-B470-9EC1D0902E3A
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Terminate UM application exception : 

terminateUmApplicationException 

Activity Diagram ESH::Terminate UM application 

 

  

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=7F11B740-CD0F-40d3-A186-7FD83DEEA8D9
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=7F11B740-CD0F-40d3-A186-7FD83DEEA8D9
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=1FEF63DF-9B26-4310-9D7C-F50E4C61318D


                        

 

(((eTicket Security Hub Specification (((etiCORE 

                             

www.eticket-deutschland.de     30 of 38 

 

4 ESH Registrar 
Functionality bundle that covers the use cases of the scheme manager as registrar. 
 

4.1 Overview 
 

Handle organisation hotlisting demand 

Handle revocation for organisation hotlisting demand 

Update organisation hotlist inventory 

Process retrieval request for organisation list 
 

4.2 Use Cases 
 

4.2.1  Handle organisation hotlisting demand 
  

 

uc Handle organisation hotlisting demand

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Handle organisation hotlisting demand

Handle organisation hotlisting demand

«primary»

Synchronous ION use
case initiator side

ESH::Handle organisation hotlisting demand

(((eTicket Security Hub

«primary»

Add organisation to
hotlist

«include»
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Use Case Handle organisation hotlisting demand 

Description The demand for hotlisting an organisation has been received over 

the VDV-ETS service management or the organisation has to be 

hotlisted for other reasons. 

If the organisation must be hotlisted, then this use case can be 

started. 
 

In this use case, the request for adding the organisation to the 

hotlist is created and sent to the hotlist service system by the 

(((eTicket Security Hub (ESH) of the Scheme Manager. The result 

will be updated in the ESH. 
 

Note: hotlisting an organisation has a huge impact on the 

(((etiCORE environment, the SAMs of this organisation also have to 

be hotlisted. All involved applications and entitlements will be 

blocked by a terminal if the linked organisation ID is found on the 

hotlist. 

Initiating Actor  

Reacting Actor (((eTicket Security Hub 

Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

Add entitlement to hotlist 

Linked Use Cases 

(Includes) 

Add organisation to hotlist 

Linked Use Cases 

(Realises) 

Synchronous ION use case initiator side 

Base Activity 

Inputs Organisation Id : OrganisationId 

Outputs  

Error Cases  

Activity Diagram ESH::Handle organisation hotlisting demand 

 

  

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=AE43FD5A-DB1D-420b-BA89-D09843B9C593
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=9A0AA796-FE10-4319-8DAA-F89A1E070B37
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=790108E0-3D2C-47A1-A6C4-A4D43194BE58
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=9A0AA796-FE10-4319-8DAA-F89A1E070B37
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=5ED470B8-49A3-4ec5-B2F8-F62F98D7E411
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=667FE2C8-2694-4b96-8EC0-2CCD5DA5156F
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=22AF204B-1B0E-4233-9C99-B71022510545
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=D858184D-A09E-4692-B606-2090AD9B71B0
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=569833A1-BE84-4da2-88A8-C497CF0136B5
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4.2.2  Handle revocation for organisation hotlisting 

demand 
  

 
 
 

Use Case Handle revocation for organisation hotlisting demand 

Description For certain reasons, there may be no need to keep an organisation 

on the organisation hotlist (out of scope).  

In this rare use case, the Scheme Manager requests via the ESH to 

remove the organisation from the organisation hotlist. 

Initiating Actor  

Reacting Actor (((eTicket Security Hub 

Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

 

Linked Use Cases 

(Includes) 

Remove organisation from hotlist 

uc Handle revocation for organisation hotlisting demand

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Handle revocation for organisation hotlisting

demand

ESH::Handle revocation for organisation
hotlisting demand

Handle revocation for organisation hotlisting
demand

«primary»

Synchronous ION use
case initiator side

(((eTicket Security Hub

«primary»

Remove organisation
from hotlist

«include»

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=88225AB4-FFC6-4180-A212-2936E2F1EB95
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=9A0AA796-FE10-4319-8DAA-F89A1E070B37
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=571BCB5A-CB64-483a-8365-09D6DE25DA7F
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Linked Use Cases 

(Realises) 

Synchronous ION use case initiator side 

Base Activity 

Inputs Org ID of organsation to be removed from hotlist : OrganisationId 

Outputs  

Error Cases  

Activity Diagram ESH::Handle revocation for organisation hotlisting demand 

 

  

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=22AF204B-1B0E-4233-9C99-B71022510545
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=D858184D-A09E-4692-B606-2090AD9B71B0
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=BB391DA0-7443-45cb-B6B4-02E2E4015396
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4.2.3  Update organisation hotlist inventory 
  

 
 
 

Use Case Update organisation hotlist inventory 

Description The SO, CCP, PO and the scheme manager's ESH want to update 

their organisation hotlist inventory by retrieving the current 

organisation hotlist from the hotlist service system and processing 

it into their organisation hotlist inventory. 

Initiating Actor  

Reacting Actor Customer Contract Partner Back-Office Main Module 

Service Operator Back-Office Main Module 

Product Owner Back-Office Main Module 

(((eTicket Security Hub 

Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

 

Linked Use Cases Handle retrieval request for organisation hotlist 

uc Update organisation hotlist inventory

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Update organisation hotlist inventory

Update organisation hotlist inventory

Customer Contract
Partner Back-Office

Main Module

Service Operator
Back-Office Main

Module

Update organisation hotlist inventory

«primary»

Handle retrieval request for
organisation hotlist

«primary»

Synchronous ION use case
initiator side

Product Owner
Back-Office Main

Module

(((eTicket Security Hub

«include»

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=71A15A09-2B1E-4d7c-A9A8-E79798B08144
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=2E230B50-0426-41c2-B6C2-36E37F2EAC6D
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=0E1DFD77-51BE-4cee-B69D-4E526A8EDCD2
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=1BEECEB6-C0B6-450d-ADD4-E1183C859B95
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=9A0AA796-FE10-4319-8DAA-F89A1E070B37
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=BD14DED0-B8DB-4c39-BA03-CD304843C5A6
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(Includes) 

Linked Use Cases 

(Realises) 

Synchronous ION use case initiator side 

Base Activity 

Inputs  

Outputs Updated organisation hotlist inventory 

Error Cases  

Activity Diagram Update organisation hotlist inventory 
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4.2.4  Process retrieval request for organisation list 
  

 
 
 

Use Case Process retrieval request for organisation list 

Description The registrar creates an organisation list and sends it to the 

requestor. 

Initiating Actor Hotlist Service System 

Customer Contract Partner Back-Office Main Module 

Product Owner Back-Office Main Module 

Service Operator Back-Office Main Module 

Reacting Actor (((eTicket Security Hub 

Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

 

Linked Use Cases 

(Includes) 

 

Linked Use Cases Synchronous ION use case processor side 

uc Process retrieval request for organisation list

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Process retrieval request for organisation

list

ESH::Process retrieval request for
organisation list

Service Operator
Back-Office Main

Module

Product Owner
Back-Office Main

Module

Customer Contract
Partner Back-Office

Main Module

Hotlist Service System

Process retrieval request for
organisation list

«primary»

Synchronous ION use
case processor side

(((eTicket Security Hub
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(Realises) 

Base Activity 

Inputs Get organisation list : getOrganisationList 

Outputs Get organisation list response : getOrganisationListResponse 

Error Cases Get organisation list exception : getOrganisationListException 

Activity Diagram ESH::Process retrieval request for organisation list 
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